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SUBTRACTION ATTACK
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MEASURES




2 TYPES OF MEASURES

Data-centric approaches Environmental approaches

L



DATA.-CFNTRIC APPRNOACHES
Formal Guaranteed Statistical

P(RI) < 1 P(RI) = O 0 < P(RI) <1

differential privacy at
epsilon >0

Scrambing

differential Masking
privacy at

Personalised

epsilon = 0

Blurring or Noising

Meta level




WHICH METHOD SHOULD I CHOOSE
THEN?

..
De-identification

AOOOO I@#EE

A0000 !e#$E 48

\ A/

K-anonymisation <

A000? 1?77?77 30-50
?

AQ000? 1?77?77 30-50
?

Differential privacy* 6+7Z




K-ANONYMISATION

®* No combination of columns less than K rows

S MOst Weight Calculate the
assignment right k value

Important
factors




K-ANONYMIZATION:
GENERALISATION/ /suPPRESSION

fa 01y | waslnydwe %o agH wasinsanwy

A |30 |0901234567 K=2 X278 |09x00000cxx
B 28 0919342342 ————————— X |2[-28 DIXXXXXXXX
C 27 0931342341 X 26-27 DIXXXXXXXX
D 26 0943123213 X |26-27 DIXXXXXXXX




| dentity & Evaluate ,
Determine

2 et ” Calculate K as %
oreferences

Risk Factors




cC-DIFFERENTIAL PRIVACY

GDPR compliant
Pseudonymisation
requires separation of the
information value of data
from the means of linking
the data to individuals.*



https://www.trustarc.com/blog/2017/07/17/can-legally-analytics-gdpr/#_ftn3

cC-DIFFERENTIAL PRIVACY: WHAT DOES
IT PROMISE?

“I'll learn as much as
possible about a
group and as little as
nossible about an

[] [ [ ] II
ndividual
*https://www.trustarc.com/blog/201 7_



https://www.trustarc.com/blog/2017/07/17/can-legally-analytics-gdpr/#_ftn3

2 KEY PROPERTIES OF E-DIFFERENTIAL
PRIVACY

POSt-
processing Composition

Invariance




cC-DIFFERENTIAL PRIVACY

MR =) g,

No difference more than
the degree of ¢

o
000




c-DIFFERENTIAL PRIVACY

MM W)  eighn +Z~0()

No difference more than
the degree of ¢

e 000 -
w mmm)  Height, + Z ~ 6(¢)




cC-DIFFERENTIALLY LAPLACE

PRIVACY

0.5
0.4
0.3

0.2

— T T —
Il
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A DA NBR
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O O T T |

—

b=1/¢



WHERE TO DO DIFFERENTIAL
PRIVACY?

s Y

Data Analysis Disclose




DiBrence from true value

0.30

0.20

WMW :

0.10

0.00
|

0 50 100 150 200 250 Efl.'!l:l 350 400
Number of query



anuLFesaIns | Uselosdasisae | y |
. oo A1 € NANNZRAY | Privacy budget
\Danedaya Iumﬂmaga
GN GR 0.001 — 0.01 e
iR e 0.01 - 0.1 Y1nad
e iR 0.01 - 0.1 Y1nad
i i 0.1-1.0 ]




ENVIRONMENTAL APPROACHES

'I::‘ » Q :%:

Accessed person  Scope of analysis Mode of access

Relationship with organization Open

Certificate or Guarantee Deliver
On-site or Virtual

License



Data
it iation

Data flowchart

Controller/processo
o

Data characteristics

principles
applied (legality,
consent, etc.

Risk

Data evaluation

Tests

e Motivated intruder test
® Precedent comparison

Possible attacks

* Linkage

e Attribution
e Subtraction
e Ftc.

Measures

Change data

e Meta-level > Micro-level
* Aggregation

* Drop

e Sampling

e Distortion

e Differential privacy***

Change

environment

¢ \Who can access?
* \What analysis?



SOME
EXAMPLES




TRACKING JOURNEY BY MOBILE
DATA

Mobile Phone Journey time Location Date and Time
Number

0893431235 01/09/1989 17/m 23s

Lumphini, 7/8/2019

Bangkok 14:12:14

0987938492 30/10/1978 23m 14s LadPhrao, 3/9/2019
Bangkok 09:34:25

0983749384 12/12/1968 13m 15s Muang, Samut 38/10/2019
Prakan 23:34:12



TRACKING JOURNEY BY MOBILE DATA.:
SOME POSSIBLE ANONYMISATION

Hashed ref.no. | Age band

1340X23CS 30 -40 17m Bangkok Aug2019
afternoon
4032535K23 40 - 50 23m Bangkok Sep2019 morning
8923KOX091 50 - 60 13m Samut Prakan Oct2019 night

All in all, it depends on the ‘purpose’ of your data processing
Marginal confidentiality should not exceed marginal utility.



THIRD PARTIES’ PRIOR KNOWLEDGE
CASE

®* HR employees record
® Name: P Chalahedchala
¢ DoB: 01/01/1999

® Sex: M

Address 145/99 Rachaprapakarn Rd., Bangkok, 10420

® Start date: 11/06/2017

® Anonymised research database extract
¢ Age: 20
¢ Sex: M
® Post Code: 10420
® Period of Service: 3 years

® HIV: Positive



THIRD PARTIES’ PRIOR KNOWLEDGE
CASE

® HR employees record
® Name: P Chalahedchala
¢ DoB: 01/01/1999

® Sex: M

Address 145/99 Rachaprapakarn Rd., Bangkok, 10420

® Start date: 11/06/2017

¢ (Blurred) anonymised research database extract
¢ Age rage: 20-30
® Sex:M
® Location: Bangkok
® Period of Service: 1-5 years

® HIV: Positive



THIRD PARTIES’ PRIOR KNOWLEDGE
CASE

® HR employees record
® Name: P Chalahedchala
® DoB: 01/01/1999
® Sex: M
® Address 145/99 Rachaprapakarn Rd., Bangkok, 10420
¢ Start date: 11/06/2017

® (Blurred + Meta-level) anonymised research database extract

® “In Bangkok branch, 3% of male employees with 1— 5 years’ service have contracted
HIV.
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Privacy notice (per reference to privacy

«,-6 policy)
Find the 'statutory basis’ if

possible
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